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I. TIMOTHY J. COTTER. certify that I am an officer
of the company named above, and acting as an agent of the company, that I
have personal knowledge that the company has established operating
procedures that are adequate to ensure compliance with the Commission's
CPNI rules. See 47 C.F.R. S: 64.2001 et seq.

Attached to this certification is an accompanying statement explaining how
the company's procedures ensure that the company is in
compliance with the requirements set forth in section 64.2001 et seq. of
the Commission's rules.

The company has not taken any actions (proceedings Instituted or
petitions filed by a company at either state commissions, the court
system, or at the Commission against data brokers) against data brokers in
the past year. Companies must report on any information that they have
with respect to the processes pretexters are using to attempt to access
CPNI , and what steps companies are taking to protect CPNI. The steps the
company is taking to protect CPNI are explained in the accompanying statement.

If affirmative: N/A
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The company has not received any customer complaints in the past
year concerning the unauthorized release of CPNI (number of customer
complaints a company has received related to unauthorized access to CPNI,
or unauthorized disclosure of CPNI, broken down by category or complaint,
e.g., Instances of improper access by employees, instances of Improper
disclosure to individuals not authorized to receive the information, or
Instances of Improper access to online information by indiVIduals not
authorized to view the information).



Statement Regarding the
Customer Proprietary Nehvork Information (CP I) Procedures of

TeleSpan Communications, LLC

This statement explains ho\\ the procedures of TcieSpan Communications. LLC.
("TelcSpan") ensure that the company is in compliance with the requirements set fonh in
section 64.2001 el seq. of tile Commission's rules. 47 C.F.R. § 64.2001 ef seq.

5E Of CPNI- SECTION 6-t2005

• TeleSpan does not use. disclose or pemlit access to ePNI for the purpose of
marketing the products or sen ices ofilself. its affiliates or any third parties. As
such. TeleSpan docs not solicit the approval of customers to use ePNI.

• TeleSpan does not use. disclose or pennil access 10 ePNI to identify or track
customers that call competing service providers.

ApPROVAL REQUIRED FOR USE OF CPNI- SEeTlo,\, 6·(2007

• TeleSpan does not usc. disclose or permit access to ePNI for the purpose of
marketing the products or services of itself. its am liates or any third parties. or for
any purpose that \\ould require Tele5pan to solicit customer approval before
doing so. As such. TeleSpan does not solicit the approval of customers for use of
ePNI.

• IfTeleSpan subsequently chooses to take any action for which customer approval
is required. lhe company will implement policies and practices for seeking opt-out
or opl-in approval from ils customers in accordance with section 64.200 I el seq.
of the Commission's rules. 47 C.F.R. § 64.2001 el seq. and obtain approval from
its customers pursuant to these policies and practices before taking such action.

NOTICE REQIIREO FOR USE OF CPNI- SECTt07\' 6·t2008

• TeleSpan does not solicit the approval of customers for use ofCPNI. because the
company does nOluse. disclose or permit access to ePNI for allY purpose that
would require the company 10 solicit such approval.

• IfTele5pan subsequently chooses to take an) action for which the company must
solicit the apprO\"al of its customers for the usc CPN!. the company will provide
notice to its customers pursuant to. and in accordance with. the requirements of
section 65.2008 of the Commission"s rules. 47 C.F.R. § 64.2008.



SAn:CL'ARDS REQUIRED FOR SE OF CPNI- SECTIO:,\' 64.2009

• Because the company docs not use. disclose or pennit access to CPNl for any
purpose that would require the company to solicit the approval of customers for
usc of CPN!. TelcSpan does not solicit the approval of such customers. If
TeleSpan subsequently chooses to take any action for which the company must
solicit the approval of its customers for the use CPNI. the company will
implement a system by which the status of the customer's ePNI approval can be
clearly established prior to the use ofCPNI.

• TeleSpan has trained its personnel as to \\hen the} are and are not authorized to
use CPNI. and the compan~ has an established. express disciplinary process that
can result in disciplinary actions up to. and including. termination of employment.

• TeleSpan does not usc. disclose or pennit access to CPNI for the purpose of
marketing the products or services of itself. its affiliates or any third parties. or for
any purpose that would require TeleSpan to solicit customer approval before
doing so. IfTeleSpan subsequently chooses to usc. disclose or permit access to
CPNI for the purpose of marketing the products or seryices of itself. its affiliates
or any third parties. the compan) \\;11 maintain a record of (l) its own and its
affiliates' sales and marketing campaigns that use its customers' CPNI. and (2) all
instances where CPNI was disclosed or provided to third parties. or where third
parties were allowed access to CPI I. The record \\ill include a description of
each campaign. the specific CPNlthat \\as used in the campaign. and what
products and services \\"erc offered as part of the campaign. TeleSpan will retain
the record for a minimum of one year.

• TeleSpan has established a supervisor} revie\\ process regarding its compliance
\\ith section 64.2001 el seq. of the Commission's rules. -1-7 C.F.R. § 64.2001 el
seq. for outbound marketing situations. TeleSpan also maintains records of its
compliance for a minimum period of one year. Tele 'pan sales ancl marketing
personnel must obtain supervisory approval of any proposed outbound marketing
request for customer apprO\ al.

• An officer of TeleSpan signs and files with the Commission a compliance
cenificate on an annual basis. The officer states in the cenification that he or she
has personal kno\\ ledge that the company has established operating procedures
thai are adequate to ensure compliance with section 6-1-.2001 el seq. of the
Commission's rules. 47 C.F.R. § 64.2001 el seq. TeleSpan also provides a
statement accompanying the cenificate explaining how its operating procedures
ensure that it is in compliance \\ith section 64.2001 el seq. oflhc Commission's
rules. 47 C.F.R. § 6-1-.2001 el seq. In addition. TeleSpan includes an explanmion
of any actions taken against data brokers and a summary of all customer
complaints received in the past year concerning the unauthorized release ofCPNI.
The company makes this filing annually with the Enforcement Bureau on or
before March I in EB Docket No. 06-36 for data penaining to the previous
calendar year.



• TeleSpan does not solicit opt-oUI approval from ils customers for use ofCPNI. If
TeleSpan subsequenlly chooses 10 take any action for which the company must
solicit the opt-out approval of its customers for the use CrNI. the company will
provide written notice within five business days 10 the Commission of any
instance where the opt-OUI mechanisms do not work properly to such a degree that
customers' inability to opt-out is more than an anomaly. The notice will be made
pursuant to. and in accordance with. section 64.2009(1) of the Commission's
rules. 47 C.F.R. § 64.2009(1).

SAFEGUARI)S ON TUE ()ISCLOSURE OF CPNI- SECTION 64.2010

• TeleSpan has implemented reasonable measures to discover and protect against
attempts to gain unauthorized access to CrN!.

• Te1eSpan does not disclose call detail information over the telephone during
customer-initiated telephone contact.

• TeleSpan does not provide online access to CPNt.

• TeleSpan does not disclose CPNI at its office locations.

• TelcSpan does not establish passwords for its customers. IfTeleSpan
subsequently chooses to establish passwords for its customers. it will due so in
accordance with the requirements of section 64.2010 of the Commission's rules.
47 C.F.R. § 64.2010.

• TeleSpan notifies customers immediately whenever an address of record is
created or changed. The notification is made through a carrier-originated
voicemail to the telephone number of record. The notification does not reveal the
changed information. and it is not sent to the new account information.

• TeleSpan does not bind itself contractually to authentication regimes other than
those described in section 64.2010 of the Commission's rules. 47 C.F,R. §
64.2010. for services the company provides to business customers that havc both
a dedicated account representative.

NOTlFIC\TION OF ePNI SECURITY BREAClIES- SECTION 64.2011

• TeleSpan will notify law enforcement of a breach of its customers' CPNI as
provided in section 64.2011 of the Commission's rules. 47 C.F.R. § 64.2011.

• TeleSpan will not notify its customers or disclose the breach publicly. whether
voluntarily or under state or local la\\! or these rules. until the company has
completed the process of notifying law enforcement pursuant to paragraph (b) of
section 64.2011 of the Commission's rules, 47 C.F.R. § 64.201 1(b).



• After TeleSpan has completed the process of notifying law enforcemenl pursuant
to paragraph (b) of section 64.2011 oflhe Commission's rules. 47 C.F.R. §
64.201I(b), it will notify its customers ofa breach of those customers' CPNI.

• TeleSpan will maintain a record of any breaches discovered. notifications made to
the USSS and tbe FBI pursuant to paragraph (b) of section 64.20 II of the
COlllmission's rules. 47 C.F.R. § 64.2011(b). and notifications made to customers.
The record will include. if available. dates of discovery and notification. a
detailed description of the ePN I that was tbe subject of Ihe breach. and the
circumstances of the breach. TeleSpan will retain the record for a minimum of2
years.


